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Hollywood's Jolie makes surprise visit to war-torn Ukraine
Associate Press (AP)

LVIV, Ukraine (AP) — Hollywood actress and U.N. humanitarian Angelina Jolie
made a surprise visit to the western Ukrainian city of Lviv on Saturday, the Lviv
regional governor said on Telegram.

Associated Press In this image provided by the Lviv city hall Angelina Jolie,
Hollywood movie star and UNHCR goodwill ambassador, poses for photo with kids

in Lviv, Ukraine, Saturday, Apr. 30, 2022.

Ms Jolie was in Ukraine to meet the children affected by the war and visited hospitals
and NGOs helping the injured and displaced.

According to Maksym Kozytskyy, Jolie — who has been a UNHCR Special Envoy for
Refugees since 2011 — had come to speak with displaced people who have found
refuge in Lviv, including children undergoing treatment for injuries sustained in the
missile strike on the Kramatorsk railway station in early April.



Associated Press Angelina Jolie, Hollywood movie star and UNHCR goodwill
ambassador, poses for photo with her fans in Lviv, Ukraine, Saturday, April 30, 2022.

Ms Jolie was in Ukraine to meet the children affected by the war and visited hospitals
and NGOs helping the injured and displaced.

The attack in the eastern Ukrainian city appeared to deliberately target a crowd of
mostly women and children trying to flee a looming Russian offensive, killing at least
52 and wounding dozens more.



Associated Press Angelina Jolie, Hollywood movie star and UNHCR goodwill
ambassador, poses for photo with her fans in Lviv, Ukraine, Saturday, April 30, 2022.

“She was very moved by (the children’s) stories,” Kozytskyy wrote. “One girl was
even able to privately tell Ms. Jolie about a dream she’d had.”

He said Jolie also visited a boarding school, talk with students and took photos with
them, adding "she promised she would come again.”

According to Kozytskyy, Jolie also met with evacuees arriving at Lviv’s central
railway station, as well as with Ukrainian volunteers providing the new arrivals with
medical help and counseling.

“The visit was a surprise to us all,” he wrote.
“Plenty of people who saw Ms. Jolie in the Lviv region could not believe that it was
really her. But since Feb. 24, Ukraine has shown the entire world that there are
plenty of incredible things here.”

Serbia displays Chinese missiles amid concerns in Balkans
DUSAN STOJANOVIC - Associated Press (AP)



Associated Press

BELGRADE, Serbia (AP) — Serbia on Saturday publicly displayed a recently
delivered Chinese anti-aircraft missile system, raising concerns in the West and
among some of Serbia’s neighbors that an arms buildup in the Balkans could threaten
fragile peace in the region.

HQ-22 anti-aircraft systems, whose export version is known as FK-3, during the
military exercises on Batajnica, military airport near Belgrade, Serbia, Saturday,

April 30, 2022.

Serbia on Saturday publicly displayed a recently delivered Chinese anti-aircraft
missile system, raising concerns in the West and among some of Serbia's neighbors
that an arms buildup in the Balkans could threaten fragile peace in the region.

The sophisticated HQ-22 surface-to-air system was delivered last month by a dozen
Chinese Air Force Y-20 transport planes in what was believed to be the largest-ever
airlift delivery of Chinese arms to Europe.



Associate Press (AP)

Although Serbia officially seeks membership in the European Union, it has been
arming itself mostly with Russian and Chinese weapons, including T-72 battle tanks,
MiG-29 fighter jets, Mi-35 attack helicopters and drones.

Associate Press (AP)

Back in 2020, U.S. officials warned Belgrade against purchasing HQ-22 missile
systems, whose export version is known as FK-3. They said that if Serbia really wants
to join the EU and other Western alliances, it must align its military equipment with
Western standards.



Associate Press (AP)

The Chinese missile system has been widely compared to the American Patriot and
the Russian S-300 surface-to-air missile systems although it has a shorter range than
more advanced S-300s. Serbia is the first operator of the Chinese missiles in Europe.

Serbian President Aleksandar Vucic reviews the honor guard during a welcome
ceremony before the military exercises on Batajnica, military airport near Belgrade,

Serbia, Saturday, April 30, 2022.

Although Serbia officially seeks membership in the European Union, it has been
arming itself mostly with Russian and Chinese weapons, including T-72 battle tanks,
MiG-29 fighter jets, Mi-35 attack helicopters and drones.

Serbian President Aleksandar Vucic said at the end of the arms display at a military
airport near Belgrade that the Chinese missiles, as well as other recently delivered



military hardware, are not a threat to anyone and only represent a “powerful
deterrent” against potential attackers.

Associate Press (AP)

“We will no longer allow to be a punching bag for anyone,” Vucic said, apparently
referring to NATO’s 78-day bombardment of Serbia for its bloody crackdown against
Kosovo Albanian separatists in 1999.

HQ-22 anti-aircraft systems, whose export version is known as FK-3, left, during the
military exercises on Batajnica, military airport near Belgrade, Serbia, Saturday,

April 30, 2022.

Serbia, which was at war with its neighbors in the 1990s, does not recognize
Kosovo’s independence declared in 2008. It still has frosty relations with
NATO-members Croatia and Montenegro as well as Bosnia, whose separatist
Bosnian Serb leader Milorad Dodik attended the military drill on Saturday.



Serbian Army soldiers perform during the military exercises on Batajnica, military
airport near Belgrade, Serbia, Saturday, April 30, 2022.

Vucic said Serbia is also negotiating a purchase of French multi-purpose Dessault
Rafale jets, as well as British Eurofighter Typhoon fighters. He said that only
“political hurdles” could prevent the purchase of the Western aircraft.

Associate Press (AP)

There are widespread concerns that Russia could push its ally Serbia into an armed
conflict with its neighbors to try at least partly to shift public attention from the war
in Ukraine.



Serbian Army soldiers perform during military exercises on Batajnica, military
airport near Belgrade, Serbia, Saturday, April 30, 2022.

Although Serbia has voted in favor of U.N. resolutions that condemn the bloody
Russian attacks in Ukraine, it has refused to join international sanctions against its
allies in Moscow or outright criticize the apparent atrocities committed by the
Russian troops in Ukraine.

Associate Press (AP)
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Brutal Sect of Putin’s Army Accused of Murdering Their Own Comrades
Michal Kranz - The daily Beast

The Daily Beast

BUCHA, Ukraine—Ihor Yuschenko, 61, a former colonel in the Ukrainian Armed
Forces who once served as the deputy chief of staff of ground forces in the Donbas in
eastern Ukraine, watched in horror as a war crime took place right outside his
window in broad daylight.

According to Yuschenko, a column of Russian troops advancing through the town
stopped and opened fire on his street in central Bucha on Feb. 27, killing two

https://www.thedailybeast.com/bucha-mass-grave-found-to-hold-two-young-boys-ukraine-officials-say


pedestrians. This column had included Chechen fighters known
as Kadyrovtsy, members of various military groupings who are loyal to Chechnya’s
local strongman, Ramzan Kadyrov, known as “Putin’s soldier.” Yuschenko said he
was able to identify them by their black garb, their use of Islamic slogans, and
Kadyrov’s name on their body armor.

About an hour later, their column was decimated by the Ukrainian army in a different
part of town—but the Kadyrovtsy returned.“Many Chechen soldiers penetrated this
street to kill Ukrainian civilian people,” Yuschenko told The Daily Beast.

He described how Chechen fighters, also dressed in black, shot up a car that had
been driving down the street with at least “thirty bullets,” according to Yuschenko,
killing its occupants and causing it to come to a stop on the side of the road next to
the apartment building he was staying in. The Kadyrovtsy then allegedly dragged the
two dead people whom they had shot out of the car, left them by the side of the road,
and drove off in the car themselves.

Yuschenko’s mother, Zina Yehorovna, his friend Pavel Kondratyev, and his neighbor
Bogdan each confirmed these events to The Daily Beast.

According to Bogdan however, the Chechens then hit a civilian who had been trying
to flee the scene with the car, leaving him hanging off the hood of the car before he
slid off onto the street.
“It’s simply a war crime what they have done here,” Yuschenko said, standing next to
the bench that the car had crashed into after the Kadyrovtsy allegedly attacked it.
“This is not war.”

Artem Hurin, a member of the city council of the neighboring town of Irpin who also
serves as a deputy commander in Ukraine’s Territorial Defense Forces, was one of
the first people to visit Bucha after the Russians retreated. There, he heard numerous
accounts from residents about life in areas like Yablonska Street, where a group of
Kadyrovtsy who were supposed to advance onto Kyiv were stationed.

According to Hurin, Ukrainian civilians were not the only people the Kadyrovtsy
allegedly brutalized in the town. Hurin said that residents he spoke to in Borodyanka,
which lies northwest of Bucha, recounted what the Kadyrovtsy did with injured
Russian soldiers they brought there from Bucha.
“They would bring heavily wounded Russian soldiers to a big hospital they had there,
and those who were very heavily wounded, they would just shoot them,” he told The
Daily Beast.
“And no one other than the Kadyrovtsy did this.”

https://www.thedailybeast.com/chechen-fighters-executed-3-russian-troops-who-rebelled-against-ukraine-war-official-says


The Daily Beast Locals mourn as a mass grave is exhumed. Local authorities
attempted to identify the bodies of civilians who had died during the Russian

occupation in Bucha, Ukraine. Photo by Wolfgang Schwan/Anadolu Agency via Getty
Images

Eyewitnesses have alleged that Kadyrovtsy had executed people as early as March 5,
and the Mayor of Bucha Anatoliy Fedoruk stated Chechen units had tied white bands
around prisoners’ arms that were similar to the ones found on the bodies of executed
civilians.

Hurin said he saw evidence of executions and torture on bodies he found in the street,
and spoke to a woman who endured four days of torture at the hands of one
Kadyrovtsy fighter and one Belarusian soldier before they shot her husband in the
head.
“They didn’t allow them to do anything. There they just killed people through
binoculars for example,” Hurin said, describing what happened to people who tried
to leave their homes to get food and water.
“They just shot them.”

He also confirmed previous reports about a local base at a glass factory on
Yablonska Street, which Ukraine’s Ombudsman for Human Rights Lyudmila
Denisova said served as a torture chamber operated by Russians and Chechens.

According to the Kyiv Oblast Police, the bodies of around 1,150 civilians have been
found throughout the Kyiv region since Russian forces retreated in late March and
early April.

In Bucha alone, over 400 people have been found dead so far, most of whom were
killed by the town’s Russian occupiers over the course of several weeks in March
prior to their withdrawal from the town on April 1.

But accounts like Yuschenko’s provide evidence that indiscriminate violence toward
civilians was part of the Russian army’s playbook in Bucha from almost the very

https://twitter.com/michaelh992/status/1511299069846638598
https://inews.co.uk/news/ukraine-bucha-hunt-launched-russian-units-atrocities-biden-putin-war-crimes-trail-1556754
https://www.unian.net/war/v-buche-okkupanty-chetyre-dnya-pytali-suprugov-pryamo-v-ih-kvartire-muzhchina-pogib-video-novosti-kieva-11769658.html?utm_source=telegram&utm_medium=social&utm_campaign=unian_channel
https://www.unian.net/war/v-buche-okkupanty-chetyre-dnya-pytali-suprugov-pryamo-v-ih-kvartire-muzhchina-pogib-video-novosti-kieva-11769658.html?utm_source=telegram&utm_medium=social&utm_campaign=unian_channel
https://twitter.com/JohnReedwrites/status/1512748523128823810
https://www.reuters.com/world/europe/some-1150-corpses-recovered-ukraines-kyiv-region-since-war-began-police-2022-04-28/


beginning of the war itself, with Chechen Kadyrovtsy playing a key role in the
brutality even early on—against local residents and their own fellow soldiers alike.

A lot remains unknown about Chechen activity in Bucha, but new details and
testimony from residents and local authorities are making it possible to form a clearer
picture of Chechen forces’ brutal presence in the town and their participation in the
weeks-long war crimes against Bucha’s residents.

Social media evidence, testimony from residents, and materials seized by Kyiv Oblast
police suggest that the Kadyrovtsy regiments in Bucha most likely belonged to the
Special Rapid Response Unit (SOBR) and (Special Purpose Mobile Unit) OMON, and
that these units, along with other Russian troops, were likely responsible for a
significant portion of the massacre that took place there.

According to independent security analyst Harold Chambers, who specializes in the
north Caucasus, this sort of personal violence by Kadyrovtsy in Bucha comes as no
surprise.

“What they do have experience in, in terms of military operations, is really
these zachistki, these clean sweep operations,” Chambers said, speaking about a
brutal style of house-to-house searches and killings that Russian forces perfected
during the Chechen Wars in the 1990s and early 2000s.
“It plays into their specialty of targeting civilian populations, and from the stories
we’ve already heard out of Bucha, that’s very much what was going on.”

Despite their presence in Bucha in late February, Russian forces were not able to
gain full control of the town until several days later on or after March 2. The
Ukrainian Ministry of Defense has identified the 64th separate motorized infantry
brigade as one of the Russian military groups responsible for the massacre that
ensued in Bucha throughout March, but evidence suggests they were not the only ones
involved.

According to Andriy Halavin, the priest at the Church of the Holy Apostle St. Andrew
the First-Called in Bucha, where a mass grave for around 280 people was dug during
the Russian occupation, regiments that included SOBR and OMON units began to
replace the original occupying forces later in March.

“At the beginning, even though they were, shall we say, strict, they were fair. At the
very beginning they would just search my car and tell me to just continue with my
work, and so on,” Halavin said.
“But after that the others came.”

Andriy Nebytov, the head of the Kyiv Oblast Police which is responsible for Bucha,
confirmed that SOBR and OMON units were present in the Kyiv region, citing
documents seized by his police department that show lists of members of the
regiments who had arrived in the area.

Because the information will be used in future criminal cases against Russia, his
office was unable to provide the list to The Daily Beast, but the documents are seen
in a video Nebytov recently published.

https://vot-tak.tv/novosti/03-04-2022-rasstrely-zhitelej-buchi/
https://gur.gov.ua/content/voennye-prestupnyky-neposredstvenno-uchastvuiushchye-v-sovershenyy-voennykh-prestuplenyi-protyv-naroda-ukrayny-v-h-bucha-voennosluzhashchye-64-otdelnoi-motostrelkovoi-bryhady-35-oa-vvo.html
https://gur.gov.ua/content/voennye-prestupnyky-neposredstvenno-uchastvuiushchye-v-sovershenyy-voennykh-prestuplenyi-protyv-naroda-ukrayny-v-h-bucha-voennosluzhashchye-64-otdelnoi-motostrelkovoi-bryhady-35-oa-vvo.html
https://www.youtube.com/watch?v=o7PGEsqUg44&ab_channel=NEBYTOV


On Feb. 27, Ukrainian forces destroyed a large column of vehicles that included
Kadyrovtsy on Vokzal’na Street near Bucha’s train station, which lines up with
Yuschenko’s account from that same day.

The column had arrived in the town from Hostomel, which lies just to the northeast of
Bucha, where Hussein Mezhidov, the Chechen commander of the “Yug” battalion of
the 141st Special Motorized Regiment that forms the backbone of the
Kadyrovtsy, was seen in a video on Feb. 26.

According to Chambers, the most likely Chechen unit present in Bucha on Feb. 27
was the SOBR “Akhmat” group. Nevertheless, Chambers noted that the pattern of
organization of Kadyrovtsy units around Kyiv makes identifying specific fighting
groups who had fought on that front particularly difficult.

“The Kadyrovtsky do not seem to be fighting as much in delineated units, they seem to
be working more in combined groups,” Chambers said.
“You have a lot of commanders overlapping together, so it seems less clear how the
units were actually being separated.”

Militarily and strategically, Kadyrovtsy deployed to Kyiv Oblast served several
purposes—some groups were designed to be strike teams meant to assassinate
Ukrainian President Zelensky and his family if they were able to make it into Kyiv, but
according to Michael Kofman, the director of the Russia Studies Program at CNA,
these units’ primary purpose was a broader one.

“The Chechens have a real purpose. The Russian military needs manpower,” Kofman
said. He added that the Kadyrovtsy were meant to be deployed into the cities,
especially into Kyiv, in order to support soldiers from the Eastern Military District,
who were supposed to hold the blockade of the capital, and to fight alongside
airborne units within the city limits.

“These Chechen units and these auxiliaries were therefore really important for the
urban fight, because a lot of the other units they’d send were pretty low on manpower
availability,” he said.

https://www.youtube.com/watch?v=ewprLaAxzB4&ab_channel=HistoryonYouTube
https://www.youtube.com/watch?v=TbVufWkUCVo&t=40s&ab_channel=%D0%AE%D1%80%D0%BA%D0%BE%D0%B2%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B5%D0%B9
https://www.washingtonpost.com/world/2022/03/02/zelensky-russia-ukraine-assassination-attempt-foiled/
https://www.washingtonpost.com/world/2022/03/02/zelensky-russia-ukraine-assassination-attempt-foiled/


The Daily Beast A Ukrainian serviceman looks on as workers exhume bodies from a
mass grave in Bucha, north-west of Kyiv. Ukraine says it has discovered 1,222 bodies

in Bucha and other towns. AFP via Getty Images

Ultimately, none of that happened, and the Kadyrovtsy, together with other Russian
units, were left to their own devices and given carte blanche to allegedly abuse and
massacre the population of Bucha for weeks, as people like Yuschenko saw firsthand.

Yuschenko said all his years of military service paled in comparison to his
experiences in the town.
“There, you know where the frontline is, you know where threats may come from,”
Yuschenko said about his time fighting in eastern Ukraine.
“This was much more frightening than the Donbas. From lieutenant, to platoon
commander, to deputy chief of staff, this situation was the biggest terror of my life.”

Biden Admin Says Oil Production Is At Historic Levels. But There’s One Problem
Thomas Catenacci - The Daily Caller

Sarah Silbiger/Getty Images President Joe Biden speaks during a meeting at the
White House on April 29. (Sarah Silbiger/Getty Images)



Domestic crude oil production has sharply decreased for three consecutive months
even as demand and prices have remained elevated, according to federal data
released Friday.

Total U.S. oil production decreased to about 11.3 million barrels per day in February,
down 3.9% from the 11.8 million barrels per day produced in November, the latest
Energy Information Administration (EIA) data showed. Between Nov. 1-Feb. 28,
though, pump prices increased 6.4% from $3.39 per gallon to $3.61 a gallon.

“I was a little bit shocked when I first saw the numbers,” Dan Kish, a senior fellow at
the Institute for Energy Research, told the Daily Caller News Foundation in an
interview.
“It tells me that President Biden is going to have to work more like the devil in order
to increase production.”
“It’s a reflection of the fact that the investment climate is awful,” he added.

By comparison, between November 2018-February 2019, production declined 1.8%
and between November 2019-February 2020, production dropped just 1.1%,
according to the federal data. But between November 2020-February 2021, the
period when President Joe Biden replaced former President Donald Trump,
production dropped a whopping 12.1%.

Meanwhile, administration officials have suggested that producers are drilling at a
“historic” rate and don’t need further leases.
“Production is essentially higher than it’s been in a couple decades,” Interior
Secretary Deb Haaland said during a congressional hearing Thursday.
“On the federal lands, we’re doing what we need to do and we’re following the law
and making sure that we are moving those issues forward.”

Kish said the steep decline in production in early 2021 reflected the chilling effect of
the Biden administration’s policies. He added that, since then, the administration has
repeatedly pushed an agenda hostile to the fossil fuel industry and investors.

“If people invite you to a party and every time you go to their party, somebody throws
a drink in your face, you’re probably going to stop going, right?” Kish told the
DCNF.

Shortly after taking office, Biden signed an executive order pausing all oil and gas
leasing on federal lands and nixed the Keystone XL pipeline permit, saying the U.S.
must “prioritize the development of a clean energy economy.” Since then, the
administration hasn’t held a single onshore oil and gas lease sale, even after a
federal judge struck down the moratorium.

In addition, the administration chose not to appeal a ruling canceling a November oil
and gas lease sale in the Gulf of Mexico. It has also dragged its feet formulating a
five-year offshore leasing plan to replace the current one that expires in June.

Much of the oil production declines between November-February were due to lower
offshore output levels, according to the EIA. Crude oil production in the Gulf of
Mexico dropped 9.8% in that period.

https://www.eia.gov/petroleum/production/
https://www.eia.gov/petroleum/gasdiesel/
https://youtu.be/KJslRbmBTfc?t=1565
https://dailycaller.com/2022/03/29/joe-biden-offshore-oil-gas-leasing-energy-security/
https://dailycaller.com/2022/03/23/sustainable-investing-esg-democrats-climate-change/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/27/executive-order-on-tackling-the-climate-crisis-at-home-and-abroad/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://dailycaller.com/2021/06/15/jeff-landry-joe-biden-louisiana/
https://www.scribd.com/document/565333185/DOI-Feb-28-Filing-Appeal-Lease-Sale-257
https://dailycaller.com/2022/01/28/federal-judge-biden-gulf-mexico-oil-drilling-lease/
https://dailycaller.com/2022/03/30/joe-biden-budget-interior-department-offshore-oil-gas/
https://www.boem.gov/national-ocs-oil-and-gas-leasing-program


Domestic oil production surged to nearly 13 million barrels a day in November 2019,
12.8% higher than current levels, the EIA data showed.

Switchblade drone: How the "kamikaze" anti-tank weapon works
CBS News

CBS News

There's new a drone on the battlefield. Only six months old, video of it in action is still
secret. Unlike armed drones that carry weapons under the wings, launching them and
returning to base, the Switchblade "kamikaze" drone carries its own warhead, and
blows itself up – taking out tanks, armored vehicles and artillery nests with it.
drones to Ukraine.

David Martin explains how this lethal weapon could "It's a one-and-done drone,”
said Wahid Nawabi, who runs Aerovironment, which makes the Switchblade at a
secure location he's asked us not to reveal.

So far 700 Switchblades – both large and small -- are being sent to Ukraine to be
used against the Russians. "We understand what the people in Ukraine are doing.
This is our part to help,” said John Aldana, the program manager for the
Switchblade.

He explained to CBS News national security correspondent David Martin why the
drone – a missile placed in its launcher with its wings folded – is called the
Switchblade:
"It fits inside this tube. At the bottom we have what is known as a gas generator. It
pushes the Switchblade out. Once it's clear of the tube, the wings automatically flip
out, and it happens very quickly, just like a switchblade."



CBS News/ Credit: Aerovironment

In the nose are cameras which scan the battlefield, sending video back to an operator
controlling the Switchblade from a tablet.
"Once it finds the target, the operator has the ability to essentially dive bomb into the
target and take out the target,” said Aldana. "It's a one-way mission.”

Crates containing Switchblades are already being loaded for Ukraine. "We've been in
touch with the Ukrainian military,” said Nawabi.
"They could use thousands of them. The type of conflict they're engaged with today
really is almost ideal for the Switchblade capability.”

He's talking specifically about the long Russian convoys creeping toward the front
lines. "Switchblade can just literally take them out like popcorn, literally,” he said.

Martin asked, "Is the enemy going to hear it?”
"No. It's very, very quiet,” said Aldana.

"But if you look up you can see it?”
"Well, it's not easy, right? I mean, it looks big on a table, but when it's in the sky it's
very hard to see.”

When asked if a Switchblade can be shot down, Aldana replied, "As far as I know, it's
never happened.”

But the signals which control the Switchblade can be jammed, and so far only 100
have reached the battlefield. Still, the weapon has earned Wahid Nawabi a place
(along with Vice President Kamala Harris) on the list of Americans whom Russia has
sanctioned.

It's not his first encounter with the Russians. "I was born and raised in Afghanistan,”
Nawabi said. "I left Afghanistan right at the beginning of the occupation of the Soviet
Union in Afghanistan back in the early 1980s, so in some respect, this is very
emotional and personal for me as well.”



At the age of 14, the oldest of four children, he learned what happens when the
Russian army invades your country.
"I've been there. I know exactly what it's like. Life changes in a matter of seconds,
completely changes upside-down.”

And he remembers how one weapon, the American-made Stinger missile, helped
chase the Russians out of Afghanistan.
"I vividly remember the Stinger missile,” he told Martin.
"I saw what it did to the Russian helicopters. Probably have seen a half a dozen of
them with my own naked eyes get shot from the sky while watching from the ground.”

Now he wants to see Russian tanks destroyed by his Switchblade drones.
"A capability that you cannot hear, you cannot see, you cannot tell where it came
from, and boom! All of a sudden it hits you,” he said.
"Just creates havoc in your mind: 'Oh my God, what is this? What's happening to
us?’”

Some of the most dangerous weapons used in Russia's war on Ukraine are starting
to float away
Constantine Atlamazoglou (insider@insider.com) - Business Insider

STR/NurPhoto via Getty Images A warning sign reading "Dangerous mines!" on a
beach in Odesa, Ukraine, April 5, 2022.

Naval mines being used off of Ukraine's and Russia's Black Sea coasts appear to
drifting away.

Mines are hard to find and neutralize, and when they go astray they are highly
disruptive to maritime traffic.

Some of the most dangerous weapons deployed in Russia's war on Ukraine are
affecting the entire Black Sea region, as naval mines used in the conflict are drifting
hundreds of miles away.



Ukraine and Russia share the Black Sea coast with Georgia and NATO members
Romania, Bulgaria, and Turkey, which controls the straits that connect the sea to the
Mediterranean and beyond.

Since the beginning of the war four mines have floated away from Ukrainian waters.
One was found off of Romania's coast and three in Turkish waters. Stray mines can
cause significant disruptions to maritime traffic in the region.
Lethal visitors

Muhammed Enes Yildirim/Anadolu Agency via Getty Images A Turkish Coast Guard
boat patrols near Istanbul during a search for possible mine-like objects off the

Bosporus, March 27, 2022.

Naval mines are asymmetric weapons that can cause damage to naval vessels
disproportionate to the mines' cost.

Finding and neutralizing them is difficult and time-consuming, meaning they can
hinder or deny the access of much more sophisticated naval vessels to certain areas.

They come in many varieties and can be deployed at various depths or on the surface
by mine-laying vessels or aircraft. Most older models detonate on contact. Newer
models can detonate based on pressure changes, sounds, or magnetic waves produced
by an approaching object.

Older, less sophisticated mines can cause significant damage, though it depends on
their size, age, and proximity to target.

Newer, more powerful mines can do more damage to a vessel with the shock waves
they produce or through bubble jet damage, which is caused by water rushing back
into the space created by the mine's explosion.

https://www.businessinsider.com/us-navy-faces-a-huge-liability-in-countering-irans-use-of-sea-mines-2018-8
https://www.wearethemighty.com/mighty-tactical/how-naval-mines-work/


Hristo Rusev/Getty Images A mine explodes in waters near Varna, Bulgaria, during
the military exercise Sea Breeze 21, July 16, 2021.

The outsize effectiveness of naval mines was demonstrated in 1988, when US Navy
frigate USS Samuel B. Roberts hit an Iranian mine in the Persian Gulf. The frigate
was crippled and narrowly avoided sinking. Repairs took six months and cost nearly
$90 million. The Iranian mine had an estimated cost of only $1,500.

All four stray mines detected in the Black Sea so far have been Soviet-made anchor
contact mines, which are designed to float just below the surface. They appeared to be
in poor condition, which may have made them more dangerous.

Speaking to Deutsche Welle, Johannes Peters, a maritime strategy expert at the
University of Kiel, said the Black Sea's salinity combined with the mines' age and
condition considerably increases their sensitivity.

It is not clear whether the four mines belonged to Ukraine or Russia. Each side has
accused the other of employing them. As of mid-March, there were more than 400
mines in the Black Sea, according to a Russian navigational notice, with about 10 of
them already adrift.

Not as easy as minesweeper
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US Navy/Mass Comm Specialist 2nd Class Corbin Shea Sailors aboard Avenger-class
mine countermeasure ship USS Pioneer recover a mine neutralization vehicle, July 3,

2019.

Locating and disabling naval mines, especially modern ones, is a challenge that often
requires coordination between aerial and naval assets. The task becomes even more
difficult if the area to be searched is large and the presence of mines is uncertain.

The most common and safest method of mine location is by mine-hunting vessels or
aircraft equipped with high-fidelity sonars. To minimize the risk of triggering a
nearby mine, mine-hunting vessels are designed to have a low magnetic and acoustic
footprint.

Once a mine is located, it can be disabled by a controlled explosion performed by a
diving team or in some cases by remotely operated underwater vehicles. Novel
mine-hunting platforms include unmanned surface vessels and submersibles as well
as dolphins and sea lions trained to detect mines.

Mine-hunting is a slow process, which magnifies its disruptive effect, as maritime
traffic through the area being searched is delayed or has to be re-routed.

They are especially disruptive in heavily trafficked maritime arteries, like the
Bosporus, one of the Turkish straits between the Black and Mediterranean Seas.

One of the mines that drifted away from Ukrainian waters was found near the
Bosporus. Turkish authorities had to temporarily close the busy strait while the
Turkish Navy disabled the mine.

A neglected field

https://defence.nridigital.com/global_defence_technology_may20/unmanned-minehunting-vessels-autonomous-navy
https://www.navaltoday.com/2017/05/10/us-navys-mine-hunting-dolphins-take-to-skies/


US Navy/Lt. j.g. Alexander Fairbanks Avenger-class ship USS Pioneer conducts
mine-hunting training in the Philippine Sea, March 14, 2019.

The Turkish Navy has a strong anti-mine warfare component, with 11 relatively new
mine-countermeasure vessels. Other navies, including the US's, have neglected
anti-mine warfare.

Despite its size and budget, the US Navy only has eight Avenger-class
mine-countermeasure vessels. All of them are roughly 30 years old and need frequent
repairs, rendering them largely ineffective.

Its Sea Dragon mine-countermeasure helicopters are also aging and face similar
challenges.

The need to modernize US mine-countermeasure capabilities is made more pressing
by US adversaries' extensive use of mines. Russia, China, and North Korea all have
large arsenals — Russia's is the largest, with estimates of its size ranging
from 125,000 mines to a million.

As Russia's war in Ukraine continues, the risk posed by both sides' mines persists and
may worsen. NATO's Shipping Center, the alliance's liaison to the merchant shipping
community, has said "the threat of additional drifting mines cannot be ruled out.”

A Russian 'troll factory' with links to a pro-Trump oligarch is spreading
misinformation on TikTok, Twitter, and Facebook, UK government says
Ryan Hogg (rhogg@insider.com) - Business Insider
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AP Yevgeniy Prigozhin (left), who founded the pro-Trump Internet Research Agency,
is alleged to be linked to a Russian disinformation campaign.

Russians are spreading disinformation through a 'troll factory’ in St. Petersburg, a
UK report says. Russians are recruited through Telegram to spread Pro-Putin,
pro-war content, per the report. The operation has links to an oligarch behind a site
that pushed for Trump's election, it alleged.

It said the group of "cyber soldiers” was operating from an old factory in St.
Petersburg, Russia, where they were using the Telegram social-media platform to
actively recruit and coordinate new supporters to spam platforms with pro-Putin and
pro-invasion comments and content.

According to the UK government, the groups operated by turning on VPNs and
spamming the comment sections of several platforms including YouTube and
Instagram. This made it harder to be detected than if they were posting original
content, the report said.

Targets reportedly included high-profile Kremlin critics, UK government officials,
and other world leaders. TikTok, Facebook, YouTube, and Telegram did not
immediately respond to Insider's request for comment made outside of normal
working hours.

A spokesperson for Twitter told Insider it had removed 100,000 accounts from the
platform since the war in Ukraine began for violations of its manipulation and spam
policy, as well as 50,000 pieces of content.
"We cannot allow the Kremlin and its shady troll farms to invade our online spaces
with their lies about Putin's illegal war,” the UK's foreign secretary Liz Truss said in
a statement included with the report.

https://help.twitter.com/en/rules-and-policies/platform-manipulation
https://help.twitter.com/en/rules-and-policies/platform-manipulation


She added: "The UK government has alerted international partners and will continue
to work closely with allies and media platforms to undermine Russian information
operations.”

EU demands 'proper answer’ over detained staffer in China
AFP

THIERRY CHARLIER

The European Union has demanded a "proper answer” from Chinese authorities over
the arrest of a local employee at its Beijing mission who has been held for eight
months.

The EU Delegation in China staffer was detained by police in September 2021, the
bloc confirmed in an emailed statement.

"Despite multiple requests on our side to the Chinese authorities, we have so far not
been informed neither of the allegation(s) nor of the specific charges," EU
spokeswoman Nabila Massrali said.
"We will continue enquiring until we get a proper answer.”
Massrali added the EU was "concerned for his well-being”.

French newspaper Le Monde originally reported an IT department employee
identified as An Dong was arrested on suspicion of "picking quarrels and provoking
trouble” -- a vague charge often used to stifle dissent that carries a maximum of five
years' imprisonment.

The EU had sent three written communiques to Chinese authorities demanding
further information about his alleged offenses and that he be allowed access to a
lawyer of his choice, the report stated.

The Chinese national is reportedly being held in southwestern Sichuan province --
thousands of kilometers from Beijing.



The case is a rare example of an employee of a Western diplomatic mission being
arrested in China.

Simon Cheng, a former local staffer at the British Consulate in Hong Kong, claimed
he was tortured by Chinese police in 2019 after being detained for 15 days during a
business trip to the mainland.

Former Canadian diplomat Michael Kovrig was jailed for almost three years in
China on charges of espionage in apparent retaliation for Canada's arrest of Huawei
executive Meng Wanzhou over fraud charges.

Kovrig was freed in September 2021, along with another Canadian arrested at
around the same time. China-EU ties have deteriorated since the pandemic, with the
two powers trading sanctions over a variety of rights issues.

The EU has accused China of economic coercion over an unofficial trade embargo of
Lithuania launched shortly after the Baltic country allowed Taiwan to open a
representative office.

More recently, the EU has warned China not to provide military or financial backing
to Russia as it wages its bloody invasion of neighbouring Ukraine.

Risking jail and Church ire, Russian priests condemn Ukraine conflict
AFP

Yuri KADOBNOV

Father Georgy Edelshtein is keen to debate those who disagree with his opposition to
Russia's military campaign in Ukraine.
"I'd like to see one or two of my opponents sitting right here,” the 89-year-old says,
pointing to an empty armchair in his living room full of gilded icons.



Yuri KADOBNOV Since he started heading the Russian Orthodox Church in 2009,
Patriarch Kirill has sought closer ties with President Vladimir Putin's government
The white-bearded priest in a black cassock is one of the few Russian Orthodox
priests to have spoken out against Moscow's military operation in Ukraine.

In a quavering voice, but without hesitation, he explains: "I'm afraid I am a bad priest.
I've never been against all wars but I've always been against any land-grabbing,
aggressive war.”

Ukraine "is an independent state and let them build their state as they see necessary,”
he tells AFP in his house in the hamlet of Novo-Bely Kamen on the banks of the River
Volga in the Kostroma region, a six-hour drive from Moscow.



Yuri KADOBNOV After preaching about the human cost of the ongoing fighting,
Father Ioann Burdin, 50, was summoned for questioning by investigators and later

ordered to pay a fine.

Since Russia launched its military action on February 24, only a handful of priests
from the Russian Orthodox Church led by Moscow Patriarch Kirill -- which counts
some 150 million believers across the world -- have spoken out openly against the
Kremlin's military campaign.

Yuri KADOBNOV Even after the 1991 collapse of the Soviet Union the Russian
Orthodox Church has never encouraged criticism of the authorities, but some priests

are nevertheless speaking out.

Kirill has given a series of increasingly bellicose sermons, calling for Russians to
"rally around” the authorities to help conquer "enemies” he accuses of trying to
destroy historic unity between Russia and Ukraine.

Since he started heading the Church in 2009, Kirill has sought closer ties with
President Vladimir Putin's government, backing conservative values over Western
liberalism.

The Russian Orthodox Church was severely restricted and under KGB control in the
USSR.

Even after the 1991 collapse of the Soviet Union it has never encouraged criticism of
the authorities, but some priests are nevertheless speaking out.

- 'Blood on hands’ -
On February 25, a day after the military operation began, Edelshtein signed a letter
written by a priest friend, Father Ioann Burdin, that was posted on the website of
Burdin's parish church in the village of Karabanovo in the Kostroma region.



Yuri KADOBNOV The Russian Orthodox Church counts some 150 million believers
across the world.

"The blood of Ukrainian residents will remain on the hands not only of the rulers of
Russia and soldiers carrying out this order. Their blood is on the hands of each of us
who approve this war or simply remain silent,” said the post, which was later deleted.

Metropolitan Ferapont of Kostroma, a highly placed monk, condemned the letter,
saying that only two priests out of 160 in the region opposed the operation.

But their protests did not stop there.
On March 6, Burdin preached about the human cost of the ongoing fighting.
The very same day he was summoned for questioning by investigators.

On March 10, he was ordered to pay a fine of 35,000 rubles ($489/450 euros) for
"discrediting” the armed forces, punishable by up to three years in prison for a
repeat offence.

Four people testified against him in court.
"During the sermon, Father Burdin... told us that he was going to pray for Ukraine,”
a female parishioner said according to court documents seen by AFP.

- 'Satanist’ -
Burdin, 50, continues to condemn the military action.
"For me, the commandment 'Thou shalt not kill' is unconditional,” he told AFP at his
house close to Kostroma.

He says few priests oppose the conflict because many are susceptible to
"propaganda”, combined with the fear of sanctions and prosecution.

Burdin, who teams his black cassock with a baseball cap and has a Telegram channel,
says police have photographed his house and car.

Edelshtein says that Burdin is "braver than me, I am retired.”



He did not face any state sanction for signing Burdin's letter and had already largely
retired from the Church, while still allowed to hold services.

Edelshtein had a Jewish father while his mother was a Polish Catholic. He converted
to Orthodoxy in 1955, hoping to escape the Soviet system.

Yet Church leaders were "lackeys of the Communist regime,” he says, and "Satanist”
Joseph Stalin revived the current Moscow Patriarchy.

The two priests do not present themselves as dissidents, however, and in the name of
Church unity say they are not calling for believers to disobey the Patriarch.
"If a person commits a personal sin, he himself rebels (against God), not the whole
Church with him,” Burdin says.

His recent setbacks have hit him hard, nonetheless. In early April he withdrew from
active service and is thinking about whether to stay in the Church.

The son of a priest, he was ordained in 2015 after a career in journalism.
"If I'm within the Church but censoring myself as I speak, if I'm silent about a sin
being a sin, and about bloodshed being unacceptable, then I will just gradually,
without noticing, stop being a pastor,” he says.

Ukraine’s Citizen-Soldiers Are Shooting 60-Year-Old Artillery At Russian Tanks
David Axe (Forbes Staff) - Forbes

Forbes

Ukraine’s territorial troops are true citizen-soldiers. Volunteers all, they enlist with
local brigades and fight in their home regions with only minimal training and equally
minimal equipment.

They don’t always have standard uniforms, trucks and radios—to say nothing of
heavy weaponry. But that doesn’t mean they’re entirely lacking firepower.



To give the territorials some chance of blunting Russian attacks, Kyiv has armed at
least some of its two dozen territorial brigades—one each for every major free
city—with a type of big gun that, in almost any other army, would be on display at a
museum.

The MT-12 towed anti-tank gun. Hundreds of copies of which were lying around in
Ukrainian warehouses before the current war.

The three-ton MT-12, firing a high-velocity, 100-millimeter-diameter shell from a
smoothbore tube, is getting a hard workout by the territorials as they hold the line
against the latest Russian offensives in southern and eastern Ukraine.

A video that circulated on social media on Friday depicts volunteers with the 110th
Territorial Brigade from Zaporizhia, 100 miles northwest of Mariupol, furiously
firing their MT-12 at nearby Russian or separatist forces.

The gun’s flat elevation means the enemy might be just a mile away, at most. At that
range, an MT-12 can penetrate 400 millimeters of armor—enough to destroy an
infantry fighting vehicle and, from certain angles, disable or destroy a tank.

The Friday video isn’t the first evidence of the MT-12 in Ukrainian service. Videos
and photos from earlier in the war confirm at least three MT-12s that the Ukrainians
abandoned and the Russians captured, plus another that the Russians destroyed in
combat.

It’s worth noting that Russian-backed Ukrainian separatists also use
MT-12s—and have abandoned at least one of the guns, so far.

The MT-12 is not a complex weapon. That’s a good thing, as it requires only a little
training to operate and only basic supply and support to keep it in action. Perfect for
the 100,000 aging former taxi-drivers, teachers and factory workers who comprise
the Ukrainian territorials.

Soviet industry developed the MT-12 in the early 1960s as a complement to the
heavier self-propelled howitzers then becoming common. While howitzers in Soviet
army doctrine were offensive weapons—indeed, the main offensive weapons—MT-12s
were defensive.

Anti-tank companies using MT-LB tracked vehicles as tractors would array their six
each guns along a brigade’s flanks in order to defend against counterattacking enemy
tanks. An experienced, six-person MT-12 crew could set up its gun within a minute
and shoot a round every 10 seconds or so.

Ukraine possessed as many as 500 old, Soviet-vintage MT-12s when Russia attacked
the night of Feb. 23. It’s unclear exactly how Kyiv has distributed the guns. On paper,
many of the Ukrainian army’s active brigades include MT-12s that could perform
direct- and indirect-fire missions.

https://www.forbes.com/sites/davidaxe/2022/04/28/where-is-ukraines-southern-counteroffensive/?sh=3e4272596eef
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In practice, the best brigades tend to assign self-propelled 2S1 122-millimeter
howitzers to indirect-fire missions and anti-tank teams with Stugna-P missiles to
direct-fire missions.

That may have freed up MT-12s for the growing number of territorial formations.
Photos of the 110 Territorial Brigade in German magazine Der Spiegel in late April
depict a six-man gun crew riding on an MT-LB stacked high with crates of ammo and
towing an MT-12.

The Der Spiegel article mentions just two guns, perhaps hinting at the loose—and
minimal—structure of the territorials’ artillery. They might just take what they can
get and use it however they can.

More and better guns are coming, although not necessarily for the territorials. The
United States and its NATO allies together have pledged to Ukraine around 200
modern artillery pieces, including some of the latest European self-propelled
howitzers that are compatible with American-made laser-guided shells.

Expect those guns to go to active brigades and newly-mobilized reserve brigades. The
territorials still might benefit, however, if new donated kit replaces older Soviet
kit—and the old stuff cascades down to second-line units.

Today the 11oth makes do with 60-year-old anti-tank guns. Tomorrow it might get
self-propelled howitzers from some tank brigade that just reequipped with ex-Dutch
PzH-2000s.

Kinzinger introduces AUMF to defend Ukraine if Russia uses chemical, biological,
nuclear weapons
Mychael Schnell - The Hill

The Hill
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Rep. Adam Kinzinger (R-Ill.) on Sunday introduced an authorization for use of
military force (AUMF) resolution that, if passed, would authorize President Biden to
utilize U.S. forces to defend Ukraine if Russia uses chemical, biological or nuclear
weapons against its neighbor.

Kinzinger announced the joint resolution during an interview with moderator
Margaret Brennan on CBS’s “Face the Nation.” Asked if he thought it was too soon
to be discussing potential use of force in Ukraine, Kinzinger said, “No, I don’t.”

“I don’t think we need to be using force in Ukraine right now. I just introduced an
AUMF, an authorization for the use of military force, giving the president basically
congressional leverage for permission to use it if WMDs [weapons of mass
destruction], nuclear, biological or chemical are used in Ukraine,” Kinzinger said.

The congressman said the AUMF would give Biden leverage, adding that the
resolution could serve as a deterrent to Russian President Vladimir Putin.

“Doesn’t compel the president to do it. It just says, if it is used, he has that leverage.
It gives him, you know, a better flexibility, but also it is a deterrent to Vladimir Putin,”
Kinzinger said.

“If Vladimir Putin wants to escalate with the West, he will. It’s easy for him to do it.
And I think right now what we’re doing with supplying, with lend-lease, with the
financing is right,” he added.

The Illinois Republican said the U.S. “should be ready” if a situation unfolds in
which America must get involved.
“Prior to World War II, there were moments nobody ever wanted to get involved in,
eventually came to realize they had to. I hope we don’t get to that point here, but we
should be ready if we do,” he said.

The text of Kinzinger’s resolution says that in the event that nuclear, biological or
chemical weapons are used, the president can authorize the use of armed forces if he
believes such a move is necessary to “protect the national security interests of the
United States with respect to Ukraine” and “assist in defending and restoring the
territorial integrity of Ukraine.”

In a separate statement following the announcement of the AUMF, Kinzinger said he
was introducing the joint resolution “as a clear red-line so the Administration can
take appropriate action should Russia use chemical, biological, and/or nuclear
weapons.”

“We must stand up for humanity and we must stand with our allies,” he added.
The introduction of the AUMF comes in the ninth week of Russia’s invasion of
Ukraine, which began on Feb. 24. The U.S. has passed AUMF resolutions in the past,
including in 2001 following the Sept. 11 terrorist attacks, and in 2002 for the Iraq
War.



The NSA is going beyond information-sharing to defend US companies against
growing threats from Russia and China
Morgan Adamski (insider@insider.com) - The Business Insider

AP Photo/Patrick Semansky, File NSA headquarters in Fort Meade, Maryland, June 6,
2013.

US defense firms are handling sensitive information that makes them targets for
adversaries.
The NSA, led by its Cyber-security Collaboration Center, combats cyber threats by
partnering with those firms and others.
Morgan Adamski is director of the Cyber-security Collaboration Center for NSA
Cyber-security.

Our adversaries are constantly probing the computer networks of US critical
infrastructure operators, especially those in the defense industrial base (DIB).

More than ever before, US DIB companies handle sensitive information that makes
them targets for adversary countries — particularly Russian intelligence agencies and
other proxies of Moscow, but also the government of the People's Republic of China
— that want to steal our secrets or degrade our defenses at any time, but especially
during a time of geopolitical conflict. Our previous efforts are no longer enough.

The National Security Agency is dedicated to protecting these companies, which
research, produce and maintain systems critical to our nation's defense. I run an
organization within NSA called the Cyber-security Collaboration Center.

Our mission is to combat cyber-security threats through close partnerships with
companies from the defense industry, and select service.

With all these partners working side-by-side, we develop a comprehensive threat
picture and work towards stopping aggressive attempts by foreign adversaries to gain
access to critical US networks, specifically the DIB.



REUTERS/Jason Reed The Threat Operations Center at NSA headquarters, January
25, 2006.

Cyber-security efforts across the federal government rely on each agency bringing
different authorities and capabilities to the fight. NSA has access to a wide array of
data sources, but we also have access to unique foreign intelligence and insights from
defending global Department of Defense networks that helps reveal our adversaries'
capabilities and intentions, which informs our efforts to stop them.

Alongside our partners across the federal government — like DHS's Cyber-security
and Infrastructure Security Agency (CISA), the FBI, and the Defense Cyber Crime
Center — NSA dives into intelligence to develop deep insights into ways our
adversaries are trying to exploit US networks. When we find evidence of what they
are trying, we work with the cyber-security community to close those vulnerabilities.

Public-private partnerships are nothing new in cyber-security — and they remain
crucial to our success — but the way we work with the private sector has evolved
substantially in recent years: The threat has evolved, and many large companies now
have world-class cyber-security experts dedicated to defending their data and
networks.
This means that we are going beyond a vision of partnerships for "information
sharing," which is too transaction. In order to prevent threats, we need to have open
conversations in real-time. That is why NSA built the new Cyber-security
Collaboration Center outside the NSA fence line, where we can operate in an
unclassified space.

To facilitate these conversations, we needed to be able to operate alongside our
partners. As part of this effort, we have transformed our defensive work from sharing
information to full-scale collaboration that supports defenders across the national
security ecosystem.



Thomson Reuters NSA headquarters.

In many cases, NSA analysts and our partners in industry are looking at the same
problem from a different point of view. We have learned that by coming together on
shared priorities, we can share our expertise with one another and understand the full
picture. It is not just sharing — it's operational collaboration. This is a decisive
advantage when it comes to countering malicious cyber activity.

For collaboration to be effective, it must be a two-way street. It takes place at every
level from the operations center to the boardroom, and it is always informed by our
collective understanding of the threats we face. That collaboration can involve
two-way sharing of technical data during an ongoing cyber incident.

It can involve bringing some of the world's foremost experts in cyber-security together
to identify how different data sources can identify, track, and thwart malicious cyber
actors. It can even involve detailed conversations with senior executives about how
we can ensure that the next generation of technology is secure by design.

This new way of doing business has required a major culture shift within NSA. The
old joke in Washington was that the NSA was so secretive that our initials stood for
"No Such Agency.”

If we had information to share with a company, we could bring their representatives
into Fort Meade to share it with them — as long as the right people in the company
had high enough security clearances. With our adversaries actively pursuing the
degradation and exploitation of commercial networks, that model is no longer
effective.

At the Cyber-security Collaboration Center, we are driving that culture change within
NSA as part of the evolution of the broader cyber-security community. Our analysts
work to get threat information down to the lowest classification level possible so we
can share it with the companies we work with as quickly as possible. Our goal is for
our information to be actionable, unique, and timely.

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/2825412/nsa-and-cisa-provide-cybersecurity-guidance-for-5g-cloud-infrastructures/
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We understand the need to be where our partners are, communicating over
commercial off-the-shelf collaboration tools, remotely and in real-time. That means
that a lot of our work takes places on unclassified platforms and in unclassified
spaces.

It also means that our team has the ability to work from home when COVID cases are
high, in inclement weather, or when a crisis hits over a holiday weekend, a preferred
tactic of malicious actors. These changes help us protect the Defense Industrial Base
24/7.

I am incredibly proud of the work we have done and the new things we are working
on. We actively collaborate with more than 100 companies, but we still have a long
way to go.

In the next year, in addition to expanding our partnerships, we are expanding support
to the Defense Industrial Base with low-cost cyber-security products that help
companies — especially small- and medium-sized enterprises that may not have
well-resourced security programs — protect against many of the most common ways
that malware and ransomware get into networks, like our new Protective Domain
Name Service powered by NSA cyber threat intelligence.

As Gen. Paul M. Nakasone, NSA's director, likes to point out, "Cyber-security is
national security,” and we are always finding new ways to break down barriers and
play our part. Together, we avoid bottlenecks and empower collective defense. We
need to continue to grow and evolve: The adversary won't stop, and neither can we.

*** Ms. Morgan Adamski is the director of the Cyber-security Collaboration Center
for NSA Cyber-security, where she leads the agency's open private sector
relationships to secure the defense industrial base and its service providers. This
work is meant to augment and amplify NSA's ability to prevent and eradicate cyber
threats.
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A European ban on Russian crude risks Moscow using the natural gas 'power tool'
in its arsenal, Vortexa said.
Hamza FareedMalik - Business Insider

Activists and Ukrainians demonstrate with a giant peace sign and 'Stop Putin's oil' in
front of the EU Council and the EU Commission Thierry Monasse/Getty Images.

The risk of Russia cutting off natural gas may mean Europe doesn't ban Russian oil,
Vortexa's chief economist said. Oil is a major source of money for Russia, while
natural gas is its political weapon, said David Wech.

Europe relies heavily on Russian energy, especially gas, and has paid the country
billions for it since the Ukraine invasion. Enjoy reading about Markets? Get our daily
newsletter delivered to your inbox.

Europe is under pressure to ban imports of Russian oil, despite its dependence, but
doing so would raise the very real risk that Moscow would retaliate with a halt on
natural gas exports that could plunge the entire region into recession, according to
energy market intelligence provider Vortexa.

The European Union gets 30% of its crude oil from Russia. A ban would hurt, but it's
not a matter of there being no alternatives, according to Vortexa's chief economist
David Wech.

"I think the most important factor probably holding some European countries back
from banning Russian crude imports is the concern that this will lead to a situation
where also Russian gas is lost," he said in an interview with Insider this week.

Russia is a major producer of oil and gas and makes billions from its exports. The EU
is its major customer, particularly for natural gas, which meets 40% of the entire
region's needs, and in the case of some member states, close to 100% of demand.
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"What is important to understand here as well is that Russia earns way more money
with oil than with gas. So they will not hurt their oil income,” Wech said.

"They know that Europe is more dependent on gas, they know they have more power
on that side.”
"So the gas is the political power tool. The oil is the income tool,” he said.

Since it invaded Ukraine, Russia has made over $66 billion from its energy imports.
The EU has stumped up $46 billion to pay Moscow for fuel in that time, according to
a report by the Centre for Research on Energy and Clean Air.

Movements of cargo ships transporting Russian fossil fuels since Feb 24, 2022. Credit:
Centre for Research on Energy and Clean Air Centre for Research on Energy and

Clean Air.

Western countries have hit Russia with intense sanctions following the war, but the
EU has not yet banned Russian oil and gas. Less dependent nations, such as the
United States and Britain, have stopped Russian energy imports.

Russia has put measures of its own in place, such as demanding payment for natural
gas in rubles from "hostile countries”. Gas generally continued to flow uninterrupted
through the pipelines that service Europe, until this week, when Russia announced it
had turned off the gas taps to Poland and Bulgaria. European natural gas prices are.

The infrastructure alone - a network of overground pipelines that run for thousands of
miles through numerous countries - means it's a lot easier for Russia to cut gas to
Europe than oil.

"It's not so straightforward to have a say over where the oil is going. Russian
companies want to export the oil, they don't care that much who is ultimately taking
it,” Wech said.
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"There is not this direct link like with the gas pipelines, where there is this one to one
relationship, but Russia can decide to whom it (cuts) off the gas.”

Europe can easily source oil from other countries, Wech said, although a ban would
risk an escalation of war in Ukraine and a direct hit to consumers across the region
that are already struggling with sky-high inflation, largely driven by surges in the
price of oil and gas.

European natural gas prices surged as much as 180% in the immediate aftermath of
the invasion. They've since retreated, but are still a full 300% higher than they were
at this point last year.

One option is the United States, which, thanks to the boom in sale oil, is now the
world's largest producer and its exports go all over the world, Wech said.
"The US will rank highly, that's natural, given its size, and its proximity and also the
crude quality, but it's by far not the only option.”

Former US Marine colonel training soldiers in Ukraine says 'Russians are worse
than ISIS'
Alia Shoaib - Business Insider

A Ukrainian soldier stands near an apartment ruined from Russian shelling in
Borodyanka, Ukraine, Wednesday, Apr. 6, 2022. AP Photo/Efrem Lukatsky

Former US Marine Colonel Andy Milburn said that the Russian military's actions in
Ukraine are worse than ISIS. The Marine said the Russians had "a very, very
deliberate approach to killing civilians,” he wrote in Newsweek.

Milburn heads up a group of veterans that are helping to train forces in Ukraine.
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A former US Marine colonel helping train Ukrainian forces has condemned the
Russian military's actions as being worse than ISIS.
"I have a greater respect for the ethical behavior of the Islamic State than I do for the
Russians. That is no exaggeration,” Andy Milburn wrote in an article for Newsweek.

Milburn has served in Iraq, Afghanistan, Somalia, and Libya and commanded a
special operations task force against ISIS in 2016. He began his career as a second
lieutenant and later became a colonel and task force commander.

The Marine said that he was one of the first people in Bucha, Ukraine, after the
Russian retreat, where reports have emerged of a civilian massacre in which
nearly 300 people were buried in mass graves.

Milburn said that he saw bodies dumped in Bucha, including children.
While noting that civilian casualties are common in war, Milburn said the events in
Bucha appeared to be "a very, very deliberate approach to killing civilians.”
"People were dragged from their homes and killed, women gang-raped in cellars and
executed.”

Milburn wrote that he is no stranger to the depravity of war but that Russia's actions
left him "filled with the deepest contempt and anger.”

Communal workers carry a civilian in a body bag in the town of Bucha, not far from
the Ukrainian capital of Kyiv. Sergei Supinksy/AFP

Milburn is currently heading up The Mozart Group, which comprises a team of
American and British veterans training Ukrainian forces. The type of training they're
providing includes basic tactical training, battlefield clearance, and medical training.

Milburn clarified that despite the similar name, his group is nothing like the
"mercenaries” of Russia's Wagner Group. The Wagner Group is a Russia-backed
private military organization that has been repeatedly accused of war crimes and
atrocities worldwide.
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"I don't want anyone to think we're anything like them, and I don't want anyone to
think our sole purpose is to oppose them. We have such contempt for that
organization,” he said.

Milburn wrote that the Mozart Group has no ties to the government and is funded
solely by donations. He said the group would soon have 100 volunteers in Ukraine.
"I don't want to pretend we've changed the course of the war. Honestly, I think a lot of
the effect we've had has been intangible,” Milburn wrote.
"The Ukrainians seem really excited to have Americans and Brits behind them,
helping them and supporting them. I think that's important.”

Milburn said that in some areas, Ukrainian forces are better than US and UK troops
in some areas, such as understanding drones– which have come to play a crucial
weapon of the war.

He said that Ukrainians understand "not just strike drones, but how drones extend the
reach of your senses.”
"They also understand how to use precision fires, they take basic quad-copters and
turn them into deadly weapons. There is some very ingenious stuff going on,” Milburn
said.

The Marine praised Ukrainian forces for their high morale and their "confidence that
the Russians will not win that increases with the more atrocities that they come
across.”

Milburn said that he suspects the war will last at least a year, and that The Mozart
Group will continue with its work in Ukraine.
"We are trying to do more than stick a band aid on the problem, we are trying to
build capability and capacity and resilience,” he wrote.

CIA reaches out to Russians opposed to war in Ukraine
Olivia Gazis - CBS News

The CIA is offering Russians opposed to the war in Ukraine a secure way to contact
the agency amid concerns for their safety, as the Russian government continues a
crackdown on outside information and opposition to the Kremlin's months-long
invasion.
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our Dark Web site or a reputable VPN — for those who feel compelled to reach us
because of the Russian Government's unjust war," a CIA official told CBS News. "Our
global mission demands that individuals can contact us securely from anywhere."

The agency on Monday released text-only instructions in Russian on several of its
social media channels, including YouTube, Facebook and Instagram, for accessing its
dark web site — which has shown value in securely eliciting information from
individuals all over the world since it was first launched in 2019.

Accessing the site requires a browser called Tor, or "the onion router,” which
protects a user's identity by encrypting their web traffic. The CIA hopes it will help
concerned citizens in Russia — as well as Russian soldiers in Ukraine – safely contact
the agency with information.

Western assessments have routinely indicated that Russia's military forces in Ukraine
are suffering from low morale, with occasional reports of soldiers refusing to carry
out orders or sabotaging their own equipment.

And while opinion polls in Russia suggest — amid a narrative tightly controlled by
the Kremlin — that there is widespread public support for the Kremlin's invasion, U.S.
officials are also closely tracking potential fissures among Russian elites, some of
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whom have seen their fortunes erased by punishing sanctions and have publicly
voiced opposition to the war.

Both Facebook and Instagram have been banned in Russia since the start of the
invasion, though individuals have found workarounds to access censored sites with
the use of premium, paid VPNs. Recent reports indicate demand for VPNs in Russia
has skyrocketed since the Kremlin instituted the ban.

A CIA spokesperson declined to comment on the volume of engagement it had seen
from Russia via its dark web site, or how its analysts vetted identities or information
once contact was made.

Russia Risks Losing Its Power in the Black Sea
Jon Jackson - Newsweek
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Russia's long-held dominance in the Black Sea appears to be suffering due to recent
setbacks its forces have faced against Ukraine, as well as from international
opposition to Russia's war there.

Russia has historically laid claim to the body of water between Europe and Asia for
centuries, and the Soviet Union maintained a dominant presence there following
World War II. But after the collapse of the Soviet Union, Russia's power waned in the
Black Sea due to a lack of funding, according to a 2000 Center for Naval Analyses
report.

However, Russia later regained much of its influence in the sea after invading and
annexing the Crimean Peninsula in 2014. Now, its authority in the sea is once again
threatened after being dealt a few key strategic losses by Ukrainian forces, according
to several experts.
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In late January, Russian President Vladimir Putin deployed more than 20 warships
into the Black Sea during the military escalation before his forces attacked Ukraine
on February 24.

His Black Sea Fleet, which traces its origins back to 1783, was hit with a significant
public loss after the flagship cruiser Moskva sunk in mid-April.

Though Russian officials blamed a fire for the ship's destruction, Ukraine claimed two
of its anti-ship missiles were responsible for sinking the vessel that became famous
during the early days of the invasion.

On Monday, Ukraine's military chief said a drone destroyed two Russian
Raptor-class patrol ships near Snake Island. Russia cannot replace these losses by
deploying more ships to attack Ukraine because Turkey controls the straits between
the countries and has announced no vessels can enter during the war.

Last week, British Defense Secretary Ben Wallace declared Russia had already lost
its claims of power over the waters.

"The Russians can't control the Black Sea,” Wallace told Sky News.
"It's not theirs anymore.”

Russia still yields a lot of power in the Black Sea, though. Along with maintaining
control of the Sea of Azov coastline between itself and Ukraine, Russia has also
captured the Ukrainian port city of Mariupol. Ukraine's navy has not been a factor in
the waters, as Russia managed to capture about a dozen ships from its fleet within the
early weeks of the conflict.

A decisive factor limiting Russia's navy is Ukraine's ability to hit sea targets with
surface-to-air missiles, according to Michael Petersen, director of the Russia
Maritime Studies Institute and an associate professor at the U.S. Naval War College.

Speaking to Agence France-Presse, Petersen said the mobility of these weapon
systems has made it difficult for Russia to find and destroy the missiles. Petersen also
noted the strategic use of drones and mines in preventing Russian Navy forces from
mounting an amphibious attack.

The rest of the countries bordering the Black Sea are either in NATO or want to join
the alliance. Leaders from these nations are likely observing the success Ukraine has
had in warding off Russia's Black Sea advances.

"Certainly Russia will be less secure in the Black Sea than they were before the war,”
Petersen told Agence France-Presse.

Multiple Dead After Mysterious Explosion at Russian Ammunition Plant
Thomas Kika - Newsweek
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Amid the country's ongoing military conflict in Ukraine, an ammunition plant near
the Ural Mountains in Russia suffered a massive explosion which resulted in
fatalities.

The FKP Perm Powder Plant, which produces gunpowder and is located in the city of
Perm, reportedly endured an explosion at approximately 8 p.m. local time, according
to local authorities. The resulting fire eventually killed two workers and injured
others. The incident has so far been pinned on "a product” that "caught fire.”

"According to the information received, on 05/01/2022, at about 20:00, a product
caught fire at the production site N 12 of the Plastmassa production facility at the
Perm Powder Plant FKP,” the Russian State Labor Inspectorate for the Perm
Territory said in a statement.
"As a result of the incident, 3 employees were injured, 1 of them died on the spot, 2
were taken to the hospital. Subsequently, another 1 worker died in the hospital.”

The Inspectorate added that it is continuing to investigate the cause of the blast.
Another news outlet, Visegrad 24, raised that notion of sabotage while sharing a
video of the factory fire.

The outlet, which aggregates news about nations in the Visegrad region of Eastern
Europe, also claimed that the factory produces materials used in specific Russian
military ordinances.
"Massive explosion moments ago at the Perm gunpowder plant in Russia, which
produces components for Grad and Smerch missiles as well as air defense systems,”
the outlet wrote in a tweet. "Another case of sabotage?”

Newsweek has been unable to verify claims about sabotage or about the ways in
which the gunpowder from the plant is used. Newsweek also reached out to Russian
authorities for comment.

Perm has a population of just over one million people and is located roughly 1,400
kilometers east of Moscow.
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Numerous reports have emerged about alleged Ukrainian sabotage of Russian plants
and factories since the latter began its invasion of the former in February.

On April 25, The Guardian reported that fires had broken out at two oil depots in
Bryansk, Russia, only around 100 miles from the Ukrainian border. The city also acts
as a logistics hub for the Russian military's invasion of Ukraine.

Rob Lee, a military analyst who spoke to The Guardian, about the incident said that
Ukrainian sabotage was a likely culprit, as destroying the depots would disrupt fuel
supplies to the Russian military.

"The fact that it was two separate sites not far from the border is important,” Lee
explained.

Russian Military Leaders Try to Lift Troop Morale As Tenth General Killed
Natalie Colarossi - Newsweek
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Russian military leaders are reportedly struggling to boost soldiers' morale after a
10th general was killed this weekend in the ongoing war with Ukraine.

Maj. Gen. Andrei Simonov was killed on Saturday near the city of Izyum in the
northeastern region of Kharkiv, according to Ukrainian authorities.

The general was among 100 soldiers that were killed when a barrage of rockets
struck armored vehicles and tanks, in what would mark yet another major loss for the
Russian army since the nation first invaded Ukraine on February 24, the Kyiv
Post reported.

Analysts have said that part of the reason why so many generals have been killed
during the war is that leaders have had to go to the front-lines to provide troops with
motivation.
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"They need to go to the troops in the front and try and encourage the troops to fight
and get killed themselves,” former Estonian military officer Riho Terras said in an
interview with Express U.K.
"It only shows me that the spirit is not there.”

The Ukrainian government also claimed last month that morale has become so low
across parts of the Russian army that some troops are now refusing to fight.
"The moral and psychological condition of the said personnel is low and tends to
deteriorate,” the General Staff of the Ukrainian Armed Forces said in a statement
on Facebook.

Meanwhile, a Pentagon official told reporters on Monday that Russian forces are still
"suffering from poor command control, low morale in many units,” as well as a
"casualty aversion,” according to the Washington Examiner.

James Stavridis, the former NATO supreme allied commander for Europe also said
this week that the amount of killed Russian generals shows that the nation has
displayed "amazing incompetence” throughout the war.

"In modern history, there is no situation comparable in terms of the deaths of
generals,” Stavridis said during a radio interview on WABC 770 AM.
"Just to make a point of comparison here, the United States in all of our wars in
Afghanistan and Iraq...in all of those years and all of those battles, not a single
general lost in actual combat.” He added that he believes the Russian military has an
"inability to conduct logistics” and has "bad battle plans.”

Last month, Newsweek compiled a list of several Russian generals who have been
killed during the war. The first general killed, Major General Andrey Sukhovetsky,
was reportedly struck by sniper fire on February 28.

Since the start of the war, NATO has estimated that Russia has lost between 7,000
and 15,000 soldiers. Ukraine, however, claims to have killed more than 20,000.

In all Russia's military death toll has likely outpaced Ukraine's, with Ukrainian
officials claiming that roughly 3,000 of its troops have been killed, Forbes reported.
However, an official death toll from Ukraine has not been independently verified by
the U.S.

Newsweek contacted Russia's foreign ministry for additional comment.

Video Appears to Show Russian Convoy With Stolen Ukrainian Equipment
Isabel van Brugen - Newsweek
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Kremlin-backed Chechen leader Ramzan Kadyrov's men are reportedly stealing
Ukrainian agricultural machinery, according to a video posted by a Chechen
opposition Telegram channel.

Mikhail Svetlov/Getty Images Governor of Chechnya Ramzan Kadyrov attends
Russian-Saudi talks at the Grand Kremlin Palace on October 5, 2017 in Moscow,
Russia. Kadyrov's men have reportedly been stealing Ukrainian agricultural

machinery amid the Ukraine war.

Amid recent reports that Russian forces have stolen "several hundred thousand tons”
of grain in the areas of Ukraine they occupy, Telegram channel 1ADAT released a
clip that it says shows equipment being taken by Kadyrovites—Chechen militias—to
the territory of the occupied Chechnya. The video shows a long line of carrier
vehicles and agricultural equipment, including tractors and spare tires.

"As you can see in the video, [it] is being taken to the territory of the occupied
Chechnya under the protection of the local traffic police,” the channel said.

Days earlier, on April 20, Iuliia Mendel, the former spokesperson to Ukrainian
President Volodymyr Zelensky said on Twitter that Kadyrov, the strongman leader of
Chechnya, stole agricultural equipment in Ukraine: three combines, a tractor, three
seeders, and 20 tons of brand-name lubricants.

"The equipment is in Chechnya in the village not far from Grozny,” she wrote, citing
Ukrainian investigative journalists.
"Judging by the address, the combines and tractor were brought to the territory of the
liquidated 'Zakan-Yurt State Farm,' which is affiliated with the Kadyrov
Foundation.’”
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Ukraine's deputy agriculture minister, Taras Vysotskiy, in a television address on
April 30 accused Russian forces of stealing grain in occupied territory. The Kremlin
denied Ukraine's allegations.

The anonymous 1ADAT Telegram channel was created in April 2020 and serves as a
platform for opposition information and propaganda, according to Radio Free
Europe/ Radio Liberty. It often publishes reports that criticize Kadyrov and his
associates.

The channel is often criticized by Kadyrov, a staunch supporter of Russian
President Vladimir Putin, on Telegram.

Kadyrov was appointed president of the Chechen Republic in 2007, and regularly
posts videos of his men fighting in Ukraine on his channel. He has been repeatedly
accused by international NGOs of human rights violations in Chechnya. He denies
the allegations.

CNN also reported Sunday that Russian forces occupying the Ukrainian city of
Melitopol stole nearly $5 million of farm equipment from a John Deere dealership
and shipped some of it to Chechnya.

The stolen goods were then locked remotely, meaning the thieves were unable to use
any of the equipment, the outlet reported, citing an unnamed Ukrainian businessman
in the area.

Russian troops reportedly stole two compound harvesters, worth roughly $300,000
each, 27 tractors, seeders, and other pieces of equipment.

"When the invaders drove the stolen harvesters to Chechnya, they realized that they
could not even turn them on, because the harvesters were locked remotely,” the
unnamed source said.

Newsweek was unable to independently verify the claims and has reached out to the
Russian Ministry of Foreign Affairs for comment.

Finland cancels plan for Russian-built nuclear power plant
REUTERS
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Finnish-led consortium Fennovoima said on Monday it had scrapped a contract for
Russia's state-owned Rosatom to build a nuclear power plant in Finland, citing delays
and increased risks due to the war in Ukraine.

The announcement ended months of uncertainty and years of political wrangling over
the planned Hanhikivi 1 plant, a project that would have increased Finland's
dependency on Russia for its energy.

Fennovoima said it had terminated the contract due to RAOS Project's "significant
delays and inability to deliver the project,” referring to Rosatom's Finnish subsidiary.
"The war in Ukraine has worsened the risks for the project. RAOS has been unable to
mitigate any of the risks,” it added, without going into further detail.

Rosatom said it was "extremely disappointed” by the decision which it said had been
taken without any detailed consultation with the project's shareholders - including
another of its subsidiaries.



The Jerusalem Post A view of the Hanhikivi 1 nuclear power plant construction site in
Pyhajoki, Finland November 3, 2021 (credit: VESA MOILANEN/LEHTIKUVA/VIA

REUTERS)

"The project has been progressing and we had established a good working
relationship with our client," it said in its statement, adding that it reserved the right
to defend its interests "in accordance with applicable contracts and laws”.

The plant was commissioned by Fennovoima, a consortium in which Finnish
stakeholders including Outokumpu, Fortum and SSAB own two-thirds. Rosatom's
subsidiary RAOS Voima holds the rest.

Finland's government approved Rosatom's involvement in 2014 - though surveys
suggested Finns felt growing unease about the deal following Russia's annexation of
Crimea earlier that year.

After Russia's invasion of Ukraine in February - which Moscow calls a special
military operation - Finland's minister of economic affairs, Mika Lintila, repeatedly
said it would be "absolutely impossible” for the government to grant a construction
permit.

Finland shares a 1,300 km. mile border with Russia. The Ukraine conflict has pushed
Finland and neighboring Sweden to the verge of applying for NATO membership.
Fennovoima's management said it was too early to speculate on what could happen
next and whether it would seek another partner to complete the power plant.

"I think there will be need for nuclear power also in the future but that's only my
personal opinion,” the chairman of Fennovoima's board, Esa Harmala, told
reporters.

The cost of the planned facility was initially set at 7.5 billion euros ($7.89 billion) and
Harmala said the consortium had already spent 600-700 million euros on the facility.

Fennovoima said its cooperation with RAOS Project would end with immediate effect
and that it was not yet possible to say what would happen to Rosatom's holding in
Fennovoima.

The true cost of Europe’s big money deals with China
BBC News
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Billions of dollars of Chinese money are boosting some European economies - but
some of the deals being struck have a catch. Critics say they are "debt traps”, where
China gets to choose what happens if loans aren't repaid.

China insists it is a reliable investment partner - but it is also facing allegations of
worker exploitation and environmental damage.

It is one of those CCTV moments where a disaster is about to happen. A dock worker
at the vast Greek port of Piraeus, near Athens, can be seen strolling along the
quayside next to a huge stack of shipping containers.

Suddenly, he looks up to see one of them plummeting towards him, with another close
behind. The docker sprints away and narrowly escapes being crushed by the two huge
boxes - which instead smack down hard on an empty lorry.

Last year, another worker in Piraeus was not so lucky. Forty-five-year-old Dimitris
Dagklis did not escape and was killed in a crane accident.
"His death was a result of the intensification of our work and the fact there were not
enough safety measures in place,” laments Markos Bekris, chairman of the dockers'
trade union in the port.

Since Dagklis's death, unions have gone on strike over staffing reductions at the port -
which is two-thirds owned by Cosco, a Chinese state company.

Across Europe, as governments worry about Russia's invasion of Ukraine
post-pandemic, Beijing is powering on - expanding its portfolio. Running European
ports and mines - building roads and bridges - investing where others won't.

But countries are having to weigh up the rewards - and risks - of signing deals with
China. Many governments are increasingly wary of so-called "debt traps", where
lenders - such as the Chinese state - can extract economic or political concessions if
the country receiving investment cannot repay.



There are also claims of workers being exploited by Chinese firms - in terms of pay,
conditions and staffing levels. We put questions to Cosco about Dimitris Dagklis's
death, staffing levels at Piraeus and environmental concerns about port expansion.
The company said it wouldn't give us an interview and couldn't help further.

BBC Markos Bekris

Bekris doesn't blame Beijing exclusively for contributing to what he says has been an
erosion of employment rights. He argues the post-global financial crisis capitalist
system would have let any foreign company come in and maximise profit at the
expense of the workers.

There is no doubt Beijing investment has powered a renaissance at the port since the
Greek government was forced to sell it - and other public assets - in the aftermath of
the economic turmoil that hit so hard in 2008.

As we zip along the coast in a small motorboat, we soon find a queue of enormous
container ships lining up on the horizon awaiting berths - a giant watery car park,
filled with hundreds of thousands of tonnes of mostly Chinese-made goods soon to be
distributed to all corners of Europe.

The boom at Piraeus - including job opportunities for locals - mirrors a wider
transformation in Greece's financial fortunes. It is now one of the fastest growing EU
economies.

But, like all its European neighbours, it is also scrambling to cope with the impact -
economic and otherwise - of the Ukraine war. Nations are re-evaluating what it
means to do business with Beijing - which in February declared a new global order,
in tandem with its ally Moscow.

On the opening day of its own Winter Olympics, China declared a "no limits”
partnership with Russia and promised to collaborate more against the West. Since
then, China has resolutely failed to condemn President Putin's assault on Ukraine.

https://www.bbc.co.uk/news/world-europe-41654346?xtor=AL-72-[partner]-[microsoft]-[link]-[news]-[bizdev]-[isapi]
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In Piraeus, the alleged environmental damage caused by port expansion has
prompted legal action by local people against the Chinese owners, Cosco. There are
particular concerns about the unchecked dredging of the sea bed and toxic pollution -
as well as the increase in traffic on both sea and land.

Lawyer Anthi Giannoulou - who played on the rocky coastline as a child - fears for
her community's long-term future.
"It will not benefit Piraeus. It will benefit other people who do not live here.
"Piraeus is a really small city and the people who still live here have been living here
for many generations. So we cannot be driven out by some investment without being
asked about it.”

In the marbled lobby of a government building in central Athens, we are greeted by
Greece's foreign minister Nikos Dendias. He explains the investment in Piraeus has
been mutually beneficial - and recalls that China was the only investor to come
forward at the time the Greek government was forced to sell the port.

"On our economic relations, I think both parties benefit. China has an entry point for
its products to the European Union, to the Balkans and to central and eastern Europe.
And we have a big commercial port up-to-date.”

Following the 2008 crash, the so-called "European troika” of the European
Commission, European Central Bank and the International Monetary Fund were
adamant the port be sold to help service Greece's spiralling debts.

"The truth is that China took over Piraeus and now Piraeus is one of the biggest ports
in Europe and - if what they say is true, and I have no reason to doubt it - will
probably come number one, or number two, in the whole of Europe. So that's a huge
improvement and the investment is substantial.”
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But what about potential "debt traps" that might come with any future Chinese
investment in Greece? Is Piraeus port the high point of Athens' relations with Beijing?
The minister admits his government hasn't signed any more big deals, but suggests it
will judge future opportunities on a case by case basis.

"There [is] not any more substantial Chinese investment in Greece, but we judge the
investment on commercial grounds. I mean, if the Chinese want to invest, we're a free
country and a free economy.”

Greece is not the only part of Europe where Beijing's billions are being invested.
Standing on a hillside overlooking the Serbian city of Bor, you would be forgiven for
thinking you had been transported to a Chinese province. The workers shout
instructions in Mandarin, the flags are red and the admin offices resemble temples.

China is pouring money into the copper mine that has defined this place for decades.
The extraction of the metal has stained the water of some nearby lakes and reservoirs
a rusty hue.

BBC Copper mine near the Serbian city Bor



It's also a metaphor for how the red of the Chinese Communist Party is leaving its
mark across this continent.

In Europe, but outside of the EU, Serbia does not have the same level of workers'
rights you would expect to find in Dublin, Madrid or Vienna.

This was brought into sharp focus when we met a 35-year-old Vietnamese man in the
shadows of a derelict building in the city of Zrenjanin, north of the capital Belgrade.
"The Chinese company treats us terribly. They do not respect us,” the father of three
told us in a quiet voice.

Dung - not his real name - said he had been paid the equivalent of £1,200 to come to
Serbia for a construction job at the Ling Long tyre factory site. But that he had soon
regretted it.
"They forced us to work more, but they did not provide enough supplies. When I first
came here, I got twice as much food.”

Dung explained that the 400-or-so Vietnamese workers recruited were paid less than
Chinese employees at the same site.
"There are 20 or 30 workers living together in each container. They treat us like
slaves.”

He tried to leave his job after five months, but claims his employer told him there was
no chance of a flight back to Vietnam. He became stranded thousands of miles from
home.

We have since heard that Dung has managed to return to his family - but only after
taking out a £1,500 loan to do so. It is not only poor conditions that are alarming
some charities - the contracts that workers are asked to sign are too.

Employment documents we saw in Serbia - a country with ambitions to join the EU -
appear to have been copied and pasted from those used for foreign workers in Middle
Eastern countries which have the death penalty.

BBC Ling Long tyre factory, Serbia



Serbian non-profit organisations (NGOs) - who first told us about the conditions at
the Ling Long tyre factory - say they were shocked when they realized what was going
on there.

"It's the most visible case of human trafficking and labour exploitation we've had in
the country so far," says Danilo Curcic from the A 11 Initiative NGO. He says what
has happened at the factory serves as a warning to the rest of Europe - as Chinese
businesses expand across the continent.

"If you're having Chinese companies coming to other countries and you don't have
institutions that are strong enough to prevent human rights violations or labour
standards violations you will probably have a race to the bottom with other
companies.”

The Ling Long factory did not respond to the allegations made by Dung and others,
but local media in Serbia have reported the company as saying that it was committed
to high standards of worker welfare.

The Serbian government argues investment from China has turbocharged its
economic growth and President Aleksandar Vucic has argued further Chinese
investment should not be jeopardized by a small number of Vietnamese workers.

These alleged human rights violations in Europe by China, echo the treatment
of Uyghur Muslims at home in Xinjiang province.

But there are other reasons for caution too.
Richard Moore, the head of the UK's foreign spy agency MI6, has warned not only of
China's debt traps - but also "data traps”. He told the BBC last year that China had
the capability to "harvest data from around the world” and used money to "get people
on the hook”.
China rejects such accusations.

But, in the UK, the Chinese telecoms giant Huawei has been banned from the British
5G infrastructure. The company also faces ongoing scrutiny over its security
practices and whether it has links with the Chinese government, which it denies.
The US has imposed sanctions on the company.

Back in Belgrade, we see some of the 8,000 security cameras that have been installed
in the streets. Human rights groups are concerned Huawei's biometric technology
may be used alongside them, but the Serb government says face-recognition
capabilities won't be introduced any time soon.

https://www.bbc.co.uk/news/world-asia-china-22278037?xtor=AL-72-[partner]-[microsoft]-[link]-[news]-[bizdev]-[isapi]
https://www.bbc.co.uk/news/uk-59474365?xtor=AL-72-[partner]-[microsoft]-[link]-[news]-[bizdev]-[isapi]
https://www.bbc.co.uk/news/uk-59474365?xtor=AL-72-[partner]-[microsoft]-[link]-[news]-[bizdev]-[isapi]
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As for Chinese debt traps, critics of Beijing point to another vast project in Europe.
As with Serbia, it is just outside the orbit of EU rules and regulations - in
Montenegro.

Driving along the country's only motorway is a surreal experience. We have the road
to ourselves, apart from a herd of sheep ambling down the central reservation.

The long-conceived idea of the fast road was to boost trade in this Balkan country -
by linking the port of Bar, on the Adriatic Sea in the south, to the border with Serbia,
in the north. But successive European feasibility studies concluded it would be too
complex and too expensive.

Step forward China with $1bnn (£793m). Not a gift to Montenegro, but a loan to be
repaid.

However, six years after construction work began, only about 41km (25 miles) has
been built - making it one of the most expensive motorways in the world.

After whizzing over bridges and through tunnels carved out of the countryside on the
stretch that has been built, we literally reach the end of the road. The project has been
dogged with allegations of corruption and kickbacks - and is already two years late.
Some wonder if it will ever be finished.

The terms of the deal with China state that if Montenegro fails to repay loan
installments, any decision on what damages might be owed will be carried out in
Beijing. China would be able to seize other assets - including, potentially, the port of
Bar.

A Montenegrin government minister who inherited this poisoned chalice is
34-year-old Milojko "Mickey’ Spajić. He was remarkably bright and breezy when we
met over Zoom and explained how he had devised and secured a repayment
arrangement so the motorway can never bankrupt his country.



For him, Montenegro's position is emblematic of many smaller countries looking for
funding to start infrastructure projects and boost their economies.

"We need investments. If the Chinese are the only ones interested in investing in you, I
say go for it, but just be careful about the terms of these investments, the conditions
and making sure everything is in line with your general policies.”

Last week though, Spajić lost his job when a new minority government was formed.
Getting the rest of the motorway built - and repaying the Chinese debt - will now be
an issue for his successor.

For all the criticism levelled at China, there is one project which some hold up as an
example of good construction practices and effective cooperation between East and
West. It is just up the Adriatic coast from Montenegro - in Croatia.

Although it is a Sunday when we visit, work on the Pelješac bridge is in full swing -
with lorries trundling over it and beams being lowered and drilled into position.

This is Croatia's biggest infrastructure project and will join the Pelješac peninsula
with the Croatian mainland. Currently, to reach the mainland, Croatians on the
peninsula have to pass along a stretch of coast belonging to neighbouring Bosnia.

BBC Pelješac bridge, Croatia, under construction

Most of the bill for the new bridge has been paid for by the EU - Croatia is a member
- but it is Beijing-built, down to the last bolt. The army of workers painting, sweeping
and tarmacking are all Chinese.

However, this project is not free from controversy.
The tender from Chinese state-owned company The China Road and Bridge
Corporation was 20% cheaper than its nearest competitor. European rivals called
foul - but couldn't stop the deal.



For Branimir Vidmarovic, professor at the University of Pula in Croatia, the Pelješac
Bridge is an illustration of where European countries can find a balance between
East and West and not alienate the US, the biggest market in the world.

"If we exclude critical technologies, if we cooperate on physical things like railways,
infrastructure projects, I don't think there is a problem in satisfying both the EU,
NATO, US and China,” he says.

But the Biden White House, inheriting a trade war with China from the Trump
administration, has not softened its position on Beijing in many areas and has called
on Europe to turn away from Chinese funding and favors
.
We hoped to speak to a top, current Chinese diplomat to find out more about Beijing's
thinking behind its expansion into Europe. But none of the five Chinese ambassadors
we approached was available.

Whether inside the EU, like Greece and Croatia - or on its periphery, such as Serbia
and Montenegro - European nations will have to weigh up the pros and cons
embracing Chinese deals on a case by case basis.

The fact that President Xi Jinping's stated best friend is Vladimir Putin - the man who
has plunged Europe into its biggest security crisis since World War Two - is a factor
that will overshadow every decision taken.


